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Information about cookies and similar technologies used by WhaleScan. 

1. Introduction 

This Cookie Policy explains how WhaleScan, operated by Liberandum AI FZCO (“Company”, “we”, “us” or 

“our”), uses cookies and similar technologies when you visit or use https://whalescan.net/ and related 

digital interfaces (the “Platform”). 

This Cookie Policy should be read together with our Privacy Policy, which explains how we process 

Personal Data more generally. 

2. What Are Cookies? 

Cookies are small text files or similar data records that may be stored on your browser or device when you 

visit a website. They can enable websites to remember information about your session, preferences, device 

or previous interactions. 

We may also use similar technologies such as local storage, session storage, pixels, tags, SDKs or 

comparable browser and device technologies. In this Policy, references to “cookies” include these similar 

technologies where appropriate. 

3. Why WhaleScan Uses Cookies 

Depending on the configuration of the Platform and your choices, WhaleScan may use cookies for the 

following purposes: 

• Essential functionality - to operate login sessions, maintain security, remember authentication state, 

prevent abuse and provide core website functionality. 

• Preferences - to remember user interface preferences or settings where such functionality is enabled. 

• Analytics and performance - to understand how users interact with the Platform, diagnose technical 

issues, measure traffic and improve performance and usability. 

• Authentication - to support sign-in functionality, including sign-in through third-party authentication 

providers where available. 

• Payments and subscriptions - to support checkout, subscription management, fraud prevention and 

payment-related functionality provided by payment service providers. 

• Marketing or attribution - where implemented and permitted, to understand the effectiveness of 

campaigns or referral sources and to measure conversions. 

4. Categories of Cookies 

WhaleScan may use the following categories of cookies: 

• Strictly Necessary Cookies. These are required for core Platform functions such as authentication, 

security, session management and fraud prevention. Disabling them may prevent parts of the Platform 

from functioning. 

• Preference Cookies. These remember optional choices or settings to make the Platform more 

convenient to use. 

• Analytics Cookies. These help us understand Platform usage, such as page visits, feature usage, 

technical performance and aggregated interaction patterns. 
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• Marketing or Attribution Cookies. If enabled, these may help measure campaign performance, referral 

sources or conversions. Where consent is required, such cookies should not be activated until the 

relevant consent has been obtained. 

• Third-Party Cookies. Certain providers integrated into WhaleScan may set or read cookies for 

authentication, payments, analytics, security or other functions. 

5. Legal Basis and Consent 

Where Personal Data is processed through cookies, we process such information in accordance with 

applicable data protection requirements, including the UAE Federal Decree-Law No. 45 of 2021 

Concerning the Protection of Personal Data, where applicable. 

Where we rely on consent, consent will be requested in a clear and accessible manner and may be 

withdrawn. Where cookies are strictly necessary to provide a service requested by the User or to maintain 

security and essential functionality, they may operate without optional-cookie consent to the extent 

permitted by applicable law. 

If WhaleScan is made available to Users in jurisdictions that impose additional cookie-consent 

requirements, we may adapt the cookie banner, consent options and cookie settings for those Users. 

6. Cookie Consent and Preference Controls 

Where a cookie consent banner or settings panel is made available, you may use it to accept, reject or 

manage non-essential cookie categories. 

Your preferences may themselves be stored in a necessary cookie or similar browser storage so that the 

Platform can remember your choice. 

You may withdraw or change your preferences later through any “Cookie Settings” control made available 

on the Platform. If no such control is available, you may also manage cookies through your browser 

settings. 

7. Browser Controls 

Most browsers allow you to view, delete or block cookies, and to configure how future cookies are handled. 

Browser controls differ between providers and devices. 

Blocking all cookies may cause parts of WhaleScan to stop functioning correctly, including login, security, 

subscription management or saved preferences. 

8. Third-Party Providers 

WhaleScan may use third-party service providers for hosting, content delivery, security, authentication, 

payments, analytics, communications or other technical functions. These providers may process device, 

network or usage information and may set their own cookies or similar technologies. 

The specific providers used by WhaleScan may change over time. Where practical, the Platform's cookie 

consent interface or an updated version of this Policy may identify the principal non-essential providers 

currently in use. 

Third-party cookies and data processing are also subject to the privacy policies and terms of the relevant 

provider. 

9. Information That Cookies May Collect 

Depending on the cookie or technology, information collected may include: 

• IP address or approximate network location; 

• browser type, operating system and device information; 

• session identifiers and authentication status; 

• pages viewed, clicks, feature usage and interaction events; 
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• referral source, campaign or attribution parameters; 

• error, performance and diagnostic data; 

• cookie-consent and preference selections. 

We do not intend cookies to be used to collect private keys, wallet seed phrases or credentials for third-

party blockchain wallets. 

10. Retention 

Cookie retention periods vary depending on their purpose. Some cookies expire when you close your 

browser or end a session, while others may remain for a defined period so that preferences, authentication 

or analytics information can be retained. 

We seek to retain Personal Data collected through cookies only for as long as reasonably necessary for the 

relevant purpose, subject to legal, security, fraud-prevention, contractual and record-keeping requirements. 

11. International Data Transfers 

Some technology providers may process information in countries outside the UAE. Where Personal Data is 

transferred internationally, we seek to use appropriate arrangements and safeguards as required by 

applicable data protection law. 

12. Your Data Protection Rights 

Depending on applicable law and the circumstances, you may have rights in relation to Personal Data 

processed through cookies, including rights to request information about processing, request correction or 

erasure, restrict certain processing, object to certain processing, withdraw consent where processing is 

based on consent, and request transfer of data where the legal requirements are met. 

Requests relating to Personal Data may be submitted using the contact details below. Certain rights may 

be subject to legal limitations or exceptions. 

13. Updates to this Cookie Policy 

We may update this Cookie Policy from time to time to reflect changes to the Platform, technology, 

providers or applicable law. The “Last updated” date will be revised when changes are made. 

Where a change materially affects how non-essential cookies or Personal Data are used, we may provide 

an additional notice or request renewed consent where required. 

 


